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MNOJUTHUKA
MBJAOY Ne 6 B oTHOIIEHUH 00pad0TKH MH(OPMALMH U NEPCOHAIBHBIX
JaHHBIX

1. TepmuHbl U onpeneIeHUs

[Tepconanbubie ganubie ([1H) - mrobas wmHbOpMaius, OTHOCAIIAACS K TPSIMO WU
KOCBEHHO ONPEACICHHOMY MU olpeaenseMoMy puznueckomy auiy (cyonsexty I1/1H).

OnepaTop - TrOCyJapCTBEHHBI OpraH, MyHULUIAIbHBIA OpraH, HOPUINYECKOE WIH
duznyecKoe U0, CAMOCTOSATEIBHO WIM COBMECTHO € JPYTMMHM JIMIAMHU OpPTaHU3YIOLUE U (UJIHN)
ocyuiectBisitoiue 06padbotky [1/1H, a Takxke onpenenstomue ueian oopadotku [1/11, cocras I[1/1H,
noJyIexanux oopadoTke, neicTBus (onepanun), copepmaemsie ¢ [1/1H.

O6pabotka [1]1H - mo6oe nelicTBue (omeparus) Wik COBOKYITHOCTh IEHCTBUI (ormepariuii),
COBEPILIAEMBIX C HCIIOJIb30BAHMEM CPEJICTB ABTOMATH3AIlMHM WM 0€3 HCIIOJIb30BAaHUS TaKHX
cpencts ¢ I1J[H, Bkitouast cOop, 3amuch, CUCTEMATU3AIMIO, HAKOIJICHUE, XpaHEHUE, YTOUHEHUE
(oOHOBNIEHME, W3MEHEHHUE), W3BJEUEHUE, UCIOJIb30BaHUE, Iepenady (pacnpocTpaHEHUE,
IpeI0CTaBIEHUE, IOCTYI), 00e3IMYuBaHue, OJOKHpOBaHUe, yaajaeHue, yauutoxxkenue [1][H.

ABtomatuzupoBaHHasi oOpabotka II[ln - oOpabotka IIJIlH ¢ momomipl0 CcpeAcTB
BBIYHUCIIUTEIIbHON TEXHUKHU.

Pacnipoctpanenne II/[H - geiicTBusA, HampaBiieHHble Ha  packpeitue II/1H
HEOIIPEACIEHHOMY KPYTY JIMII.

[Ipenocrasnenne [1/IH - neiicTBus, HanmpaBieHHbIe Ha packpeithe [IJIH onpeneneHHOMY
JMLY WIH ONPEIEIIEHHOMY KpYTy JIULL.

brnoxupoBanue II/In - BpemeHHoe mpekpamieHue obOpabotku I1[IH (3a uckiIOUeHHEM
ciIy4aeB, eciiu 00paboTka HeobxonuMma anst yrounenus [1/1H).

YHnutoxenne IIJIH - nedcTBHs, B pe3yapTaTe KOTOPBIX CTAHOBHUTCS HEBO3MOXKHBIM
BoccTtaHOBUTH conepxkanue [/l B MCII/IH u (wnm) B pe3ynbTare KOTOPBIX YHHUTOXKAIOTCS
MarepuaiibHbie HocuTenu [1/1H.

O6e3nmuuuBanue [1/1H - neiicTBus, B pe3yabTaTe KOTOPHIX CTAHOBUTCS HEBO3MOXKHBIM 0€3
UCMOJIb30BaHUS  JIOMOJHUTENBHOW  WMHGpOpMalMK  ONpelNeNuTh  HpuHauiexkHocTh  [1J[H
KOHKpeTHOMY cyObekTy IT/IH.

Tpancrpannynas nepenada II/[H - nepemada II/lH Ha TEppUTOPHUIO HMHOCTPAHHOIO
rocy/apcTBa OpraHy BJIACTH HHOCTPAHHOIO rOCYAapCTBa, MHOCTPAHHOMY (PU3HUECKOMY JIUIY HIIN
MHOCTPaHHOMY FOPUINYECKOMY JINILLY.

2. HaznaueHnue ¥ NpaBoBasi 0CHOBA JOKYMEHTA

[Monmutuka MBJIOY Ne 6 (manee mo Tekcty — [lonuTrka) onpenenseT CUCTEMY B3TIISI0B
Ha mpobiieMy oOecnieuenus: 6ezonacHocTH [1/[H 1 mpencraBiseT coboil CUCTEMAaTU3MPOBAHHOE
M3JI0’KEHUE 1IeNIed U 3a]a4 3alUThl, KaK OJJHO MJIM HECKOJIBKO IPAaBUJI, IPOLENYP, IPAKTHUYECKUX
MPUEMOB U PYKOBOJSIIMX MPUHLIHUIIOB B 00JaCTH MHPOPMAIIMOHHON 0€30MacHOCTH, KOTOPBIMU
pykoBoacreyercs MBJIOY Ne 6 B cBoell A€ATENBHOCTH, a TaKXE OCHOBHBIX IPHHIIMIIOB
MOCTPOEHHUS, OPraHU3alUOHHBIX, TEXHOJOTHYECKHX M MPOIEAYPHBIX AaCIEKTOB OOecreyeHUs
6€e301acHOCTH HH(OPMALIHH.

3akononarenrHON ocHOBOM Hactosmel IHomutuku sasisrorcd Koncrturynnsa Poccuiickoi
Denepaunu, ['paknanckuii, YronoBublid kojaekcol, Oenepanbubiil 3akoH ot 27.07.2006 Ne 152-
®3 «O mepcoHAIBHBIX MaHHBIXY», Denepanbhbiii 3akoH PO ot 27.07.2006 Ne 149-d3 «O6
uHpopManry, UHPOPMALMOHHBIX TEXHOJOTHSAX M 3alluTe HH(POPMALUN», 3aKOHBI, YKa3bl,
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MOCTAHOBJICHUS, JPYrMe€ HOPMATHUBHBIE JOKYMEHTHI JCHCTBYIOIIErO 3aKOHOAATEIhCTBA
Poccuiickoit @enepanuu, 1okymenTsl ®CTIK nu ®Cb Poccun.

Hcnons3zoBanne nanHou 11oJWTHKM B KayecTBE OCHOBBI ISl TOCTPOEHUSI KOMIUIEKCHOMN
cucteMbl uHpopManMOHHON Oe3zomacHoctd wuHpopmarmmn MBAOY Ne 6 mo3Boaut
ONTUMU3UPOBATH 3aTPATHI HA €€ MIOCTPOCHHE.

[Tpu pazpabotke [ToUTHKH YIUTHIBATHCH OCHOBHBIE TIPUHIIUITBI CO3JaHUS KOMIUIEKCHBIX
cucTteM oOecrieueHHs 0e30macHOCTH  WHGOpPMAIMU, XapaKTePUCTUKH W BO3MOXKHOCTH
OpPTaHU3AIMOHHO-TEXHUYECKUX METOJIOB M COBPEMEHHBIX alMapaTHO-TPOTPAMMHBIX CPEIICTB
3alIUTHl U IPOTUBOJICHCTBUS YIrpo3aM 0€30MacHOCTH UH(POPMAIIHH.

OcHoBHbIe 10JI0KeHUs1 [loiuTHKHM 0a3UPYHOTCA HAa Ka4YeCTBEHHOM OCMBICJICHHU
BOIIPOCOB Oe3omacHOCTM MHGOPMALMM W He 3aTPArHBAIOT BONPOCOB IKOHOMHYECKOIO
(KOJIMYEeCTBEHHOI0) aHAJIM3a PHUCKOB U O00OCHOBAHUS HEOOXOAMMBIX 3aTpaT Ha 3alIUTY
uHpopmanuu.

3. OcHoBHBIMU OOBEKTaMU cHucTeMbl Oe3omacHocT uHpopmammu B MBIAOY Ne 6
SBIISTFOTCSL:

— uHGOpPMALMOHHbIE PECypCchl € OrPaHUYEHHBIM JOCTynoM, cozepxkamue [I[IH u
COITyTCTBYIOIYI0 MH(OPMALIMIO, HE COCTaBIIAIONIYI0O TOCYJIApCTBEHHYIO TailHy, B TOM 4HCIIE O
POIUBIINXCS U 3apPETHCTPHUPOBAHHBIX 110 MECTY KHUTEIHCTBA O0YUYAIOMIUXCS, a TAK)KE CBEICHHS
000 Bcex 3Tanax o0yuyeHus JeTen;

— mpornecchl 00paboTku mHpopMmanuu B uHopMamoHHbIX cucteMax MBJIOY Ne 6,
MH(POPMALIMOHHBIE TEXHOJOTHH, PETJIAaMEHTBl M MpOIexypsl cOopa, 0OpabOTKH, XpaHEHHS WU
nepeaayn uHGopMaIy, IepcoHall NoJIb30BaTeNel CUCTEMBI U €€ 00CITyKUBAIOLINI IEpCOHa;

— HHPOPMALMOHHAA HH(PACTPYKTYpa, BKJIIOYAKOIIAs CHCTeMbl 00palOoTKH M
aHa/ju3a uHQOPMAINHU, TEXHHYECKHE U IPOrpaMMHbIe CPeJACTBA ee 00padOTKH, Mepeaadu u
oTo0paskeHHsI, B TOM YHCJIe KaHAJbl HH(POPMALMOHHOIO 00MeHAa U TeJeKOMMYHHKALMH,
CHCTeMbl W CpeICTBA 3alIUThI HHpoOpMaUuH, 00bEeKTHI W TOMEIIeHHs, B KOTOPbIX
pacnosiokeHbl TEXHUYECKHE CpecTBa 00padoTKN MH(pOpMAIIUH.

4. UHTepechl 3aTparuBaeMbIX cy0beKTOB MHGOPMALMOHHBIX OTHOLIEHUH

CyOobekTtamMmn HMH(OPMANMOHHBIX OTHOIIEHWH NPH olecneyeHHMH 0€30NMACHOCTH
uHpopmanuu MBAOY Ne 6 siBasiloTCst:

— MBAOY Ne 6, kak COOCTBEHHMK HH(OPMALMOHHBLIX PECYPpCOB M TEXHHMYECKHUX
cpeacTB 00paboTKa MH(pOPMAIIHU;

— CyObeKkThl MNEepPCOHAJBHBIX JAHHBIX, B TOM 4YHCJIe pPOAUBIIMECH M
3aperucTPUPOBAHHBbIC 10 MECTY KUTEJbCTBA (00yUarommecs).

IlepeunciieHHble CYyObEeKTbl HH(OPMALMOHHBIX OTHOLICHHMH 3aMHTEPECOBAHbI B
o0ecneyeHuu:

— CBOEBPEMEHHOrO J0CTYyIa K He00X0auMoii mH(popManuu (JOCTYITHOCTD);

— JO0CTOBEPHOCTH (MOJIHOTBI,  TOYHOCTH, aJeKBATHOCTH,  LEJOCTHOCTH)
uHpopmannu;

— KOH(HIEHUHATBHOCTH (COXpAHEHHs B TaliHe) HH(OPMALMH;

— 3alUTBI  OT HABA3BIBAHUS UM JIOKHOW (HEJOCTOBEPHON, MCKAKEHHOM)
uHopMmanuu;

— PpasrpaHdyeHdsl OTBETCTBEHHOCTH 32 HapyLIeHHsi X NpaB (HHTEpPecoB) W
YCTAHOBJICHHBIX NPAaBWJI 00paleHus: ¢ uHGopManuei;

— BO3MOKHOCTH OCYILIECTBJICHHS] HENPEPBIBHOIO KOHTPOJIA U YIPaBJEHHS
npoueccamu 00padoTkM M nepeaayn HHGOPMALHH;

— 32IUThbI HHGOPMALIUH OT HE3AKOHHOI'0 PACIIPOCTPAHEHHUH.

4.1. Hesan 3ammThI



OCHOBHOH 1I€JIbIO, HA JOCTH)KEHHUE KOTOPOW HAIpaBJICHbl BCE MOJOKEHUS HACTOSIIEH
[Tonutuku, sBisiercs 3ammura CyObekToB HMH(popManuoHHBIX oTHomeHuit MBIAOY Ne 6 ot
BO3MO)XHOT'O HAHECEHHs] UM MaTepUaIbHOTO, (U3MYECKOT0, MOPAIBLHOTO WJIM HHOTO yiiepoa,
MOCPECTBOM CIIY4YalHOTO HJIM MPETHAMEPEHHOTO BO3ACHCTBHS Ha MHPOPMAIUIO, UX HOCHTEIH,
mporecchl 00pabOTKHU U MepeIadH.

VYkazaHHas IeNb JOCTUTAETCS MOCPEICTBOM OOECIICUCHHS U TMOCTOSHHOTO MOAICPKAHUS
CJIEIyIOIIMX CBOMCTB MH(OPMALIUU:

— JOCTYHNHOCTH JMJis JIETAJIbHBIX TMOJIb30BaTenel (yCTOMYMBOTO (PYHKIIMOHUPOBAHUS
uHpopmanmonueix cucteM MBJIOY Ne 6, npu KOTOpOM TOJIb30BaTEIM UMEIOT BO3MOXKHOCTH
NOJy4YeHUsI He00X0AUMO HH(GOPMAIIMY U PE3YIIbTATOB PEIICHHS 3a/1a4 3a MPHUEMIIEMOE JITsl HUX
BpeMs);

— LEJOCTHOCTH W AayTeHTUYHOCTH (moarBepxkaeHue aBTopcTtBa) [1/IH, XpaHuMbIX U
obOpabareiBacMbIx B uHpopMaimonabix cucreMax MBJIOY Ne 6 u mepenaBaemoii o kaHaJiaMm
CBS3U;

— KOH(MIIEHIIMAIBHOCTH - COXPAaHEHHUs B TallHE OMpPEIETICHHON 4YacTH HH(OpMAaINH,
XpaHUMOH, 0OpabaThIBaeMOH U IepeaBacMoil 1o KaHajJaM CBSI3H.

HeoO0xoquMbIii ypoOBeHb [JOCTYIIHOCTH, HEJOCTHOCTH U KOH(PUICHIHAJIbHOCTH
uHpopmannu olecneyuBaeTcss COOTBETCTBYKIIMMH MHOXKECTBY 3HAYMMBIX YIPo3
MeTOAAMU U CPeCTBAMHU.

4.2. OcHoBHBIE 321241 CHCTeMbI o0ecneyeHus: 0€30MacHOCTH HH(POPMALMHU

JUis JOCTHMXKEHHsS OCHOBHOM LenM 3aliuThl M OOECHeueHMs] yKa3aHHBIX CBOWCTB
uHpopManuu cuctema obdecnieueHusi HHPopmannonHoit 6ezonacnocty MBJAOY Ne 6 nomxna
oOecnieunBaTh 3((HEKTUBHOE PEIICHUE CIEeTYIOIUX 3a1au:

— CBOEBPEMEHHOE BBISBIEHUE, OLICHKA W IPOTHO3UPOBAHWE HCTOYHUKOB YIpO3
nH(pOpMaAIIMOHHOW 0€301aCHOCTH, MPUYMH U YCIOBUM, CIIOCOOCTBYIOIIMX HAHECEHHIO yIiepOa
3aMHTEPECOBAHHBIM CyOBbEKTaM HH(GOPMAIIMOHHBIX OTHOUICHUH, HApyIIEHHIO HOPMAaJbHOTO
(GYHKIIMOHUPOBAHUS HH()OPMALIMOHHBIX CUCTEM;

— CO3JaHMe MeEXaHHW3Ma OIEPATHBHOIO pearupoBaHUsl Ha Yrpo3bl 0O€30MacHOCTU
UH(OPMALIUU 1 HEraTUBHBIE TEH/CHIINY;

— CO3/laHHe YCIOBUH JJIsI MHUHMMM3ALMU M JIOKAJW3allMM HAHOCHUMOro yiuepOa
HENPABOMEPHBIMU JIEHCTBUSAMHU (PU3UYECKUX M IOPUAWYECKUX JIMI, OCIa0JIeHHe HEraTUBHOTO
BJIMSIHUSA M TIUKBUJALNS TIOCJIEACTBUN HapyleHUs 6e30MacHOCTH HH(pOpMAIIUH;

— 3alIMTy OT BMEUIAaTeIbCTBA B MPOLecC (PyHKIMOHUPOBAHUS UH(OPMAIIMOHHBIX CUCTEM
MOCTOPOHHUX JHIl (AOCTYNI K HWH(OPMALMOHHBIM pecypcaM JOJKHBI HMETh TOJBKO
3aperuCTPUPOBAHHbBIE B YCTAHOBICHHOM MOPSJIKE MOJIb30BATENHN);

— pasrpaHMYeHHEe JOCTyNa I[OJIb30BaTeNel K WH(GOPMAIMOHHBIM, AallapaTHBIM,
nporpaMMHbIM U UHBIM pecypcaM MBJIOY Ne 6 (Bo3MOXHOCTh AOCTYIIAa TOJIBKO K TEM pecypcaM
U BBINOJHEHHUS TOJBKO TE€X OIepaluii ¢ HUMH, KOTOpble HEOOXOAMMBI KOHKPETHBIM
MOJIb30BATENSIM JUISL BBITIOJHEHUS! CBOUX CIYXEOHBIX OOS3aHHOCTEH), TO €CTh 3aluTy OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA;

— obecrieyeHre ayTeHTU(PUKAUU MOJIb30BaTeNel, Y4acTBYIOIIUX B MH(OPMALOHHOM
oOMeHe (OATBEpKACHHE MOUIMHHOCTH OTIPABUTENS U MoyyaTess MHpopMarm);

— 3alIUTy OT HECAHKIIMOHUPOBAHHOW MOAM(DUKALINY UCTIONB3YEMBIX B MH(OPMAIIMOHHBIX
cucreMax MBJIOY Ne 6 nporpaMMHBIX CpPEACTB, a TaKK€ 3aIIUTYy CHCTEMBI OT BHEIPEHUS
HECaHKLMOHUPOBAHHBIX IIPOTPAMM, BKJIIOUAsi KOMIIBIOTEPHBIE BUPYCHI;

— 3ammTy MHGpOpPMAaIMN OrPAHUYEHHOI0 MOJIb30BAHUS OT YTEYKH M0 TEXHHYCCKHM
KaHaJaM NpH ee 00padoTKe, XpaHEHNHU U Nepeaaye M0 KAHAJIAM CBSI3HU.

4.3. OcHoOBHBIC YTH pPelIeHNs 32124 CUCTEMbI 3alIIUThI

IlocTaBiieHHBIE OCHOBHBIE LENH 3aIUUTBl M PELICHHE IEPEYMCICHHBIX BBIIE 3a1a4
JIOCTUTAIOTCS:



— CTPOTHUM YYETOM BCEX MOJUICkKAIIUX 3alIUTEe PEeCcypcoB HMH(POPMALMOHHBIX CHCTEM
MBJIOY Ne 6 (undopmanuu, 3amad, JOKYMEHTOB, KaHaJlOB CBS3H, CEPBEPOB,
ABTOMATHU3UPOBAHHBIX PabOYUX MECT);

— OKypHaJIMpOBaHUEM JCWUCTBUN IepCcOHaNa, OCYIIECTBISIOMIET0 OOCIy)XUBaHHE H
MO (DHUKAINIO IPOTPAMMHBIX M TEXHHYECKUX CPEACTB HH(POPMAIIMOHHBIX CHCTEM;

— IIOJIHOTOW, peaJbHOM BBIIOJHUMOCTBIO M HENPOTUBOPEUYMBOCTBIO TpeOOBaHMM
OpraHu3aIMOHHO-pacnopsaauTeabHbIX JoKyMeHToB MBJIOY Ne 6 mo Bompocam oGecriedeHust
0e301macHOCTH HH(POPMAIINH;

— IOATOTOBKOH JOJDKHOCTHBIX JIML (COTPYJHUKOB), OTBETCTBEHHBIX 3a OPraHU3aLUIO U
OCYIIECTBIICHUE NMPAKTUYECKUX MEPONpUITUI 0 oOecrnieueHuto 6e3onacuoctu [1/1H u npoueccon
ux 00paboTKH;

— HaJEJICHUEM KaXXJ0Tr0 COTpYIHHUKA (TI0JIb30BATEINs]) MUHUMAJIbHO HEOOXOAUMBIMH ISt
BBIMIOJTHEHUSI MM CBOUX (YHKIIMOHAJIBHBIX OOS3aHHOCTEM IOJTHOMOUYHMSMHU IO JOCTYIy K
uHpopMannoHHbIM pecypcam MBIOY Ne 6;

— YETKUM 3HAHUEM U CTPOTUM COOJIIOJIEHUEM BCEMHU 0JIb30BATEISIMU HH(OPMALIMOHHBIX
cuctem MBJIOY Ne 6 TtpeGoBaHUNl OpraHM3alMOHHO-PACIOPSAUTENBHBIX JOKYMEHTOB IIO
BOIIpOCcaM obecrieueHus: 6e30nacHOCTH HHPOPMALIUY;

— IEpPCOHAJIbHOW OTBETCTBEHHOCTBIO 33 CBOU JIEHCTBUS KaKJOTO0 COTPYJIHHUKA, B paMKax
CBOMX (YHKIMOHAJBHBIX OOS3aHHOCTEH HMMEIOLIET0 OCTYN K HH(POPMAIMOHHBIM pecypcam
MBAOY Ne 6;

— HEIpPEpbIBHBIM TMOJICPKAHUEM HEOOXOAMMOIO YPOBHS 3alIHMIIEHHOCTH 3JIEMEHTOB
UH(POPMALIMOHHOM CPEIbI;

— INPUMEHEHUEM (PU3NYECKUX M TEXHUYECKUX (IIPOrpaMMHO-ANIAPATHBIX) CPEACTB
3alllUTBl  PECYpPCOB CHUCTEMbl M HENPEPHIBHOM aJIMHUHUCTPATUBHOM MOAJEPKKOM  HX
HCIIOJIb30BaHUS;

— 2(QGeKTUBHBIM KOHTPOJEM HaJ COOJIOJICHUEM IOJb30BaTeIIMH HH(GOPMAIIMOHHBIX
pecypcoB TpeboBaHUi MO o0ecrieueHn o 0€30MacHOCTH HHPOPMAIIHH;

— puau4YecKo 3ammrTod uHTepecoB MBAOY Ne 6 npu B3auMoaeldcCTBHH C
BHEIIHMMHU OPraHM3alusiMu (CBSI3AHHOM ¢ 00MeHOM MH(pOpManmeii) OT MPOTHBONPABHBIX
AEMCTBUI, KAK CO CTOPOHbI 3THUX OPraHM3ALMi, TAK U OT HECAHKIIMOHUPOBAHHBIX AeHCTBHUI
00CJIy’KMBAIOLIEro NMEePCOHAJIA U TPEeThUX JIHIL.

5. Tloctpoenne cucremsl, obecnieuenue 6e3onacHoctu nHGopmarmu MBAOY Ne 6 u ee
(YHKIIMOHUPOBAHUE JIOJDKHBI OCYIIECTBIATHCA B COOTBETCTBHM CO CIEIYIOIIUMH OCHOBHBIMHU
MPUHITUTIAMU

5.1, 3aKOHHOCTH

[Ipenmonaraer ocymiecTBICHHE 3alIMTHBIX MEPONPHUATHI U pa3pabOTKy CHCTEMBI
6e3omacHocT uHGopMmaruu MBIOY Ne 6 B cOOTBETCTBUY € IEHCTBYIOIINM 3aKOHOIATEIHCTBOM
B 00JIacTH 3alllMThl MHGOPMAINH, a TAKXKEe JPYIHX 3aKOHOAATENIbHBIX aKTOB IO 0€30MacHOCTH
uHpopmanuu PD, ¢ npuMeHeHHeM BceX JO3BOJEHHBIX METOJIOB OOHApY)KEHUS M MpeceueHUs
npaBoHapyuieHu# npu padote ¢ mHbopmaruei. [Ipunsreie mepsl 6e3omacHocTr [1/1H HE JOMKHBI
NPENsTCTBOBATh  JIOCTYNMY  INPAaBOOXPAHUTEIBHBIX  OPraHOB B MPEAYCMOTPEHHBIX
3aKOHO/ATEIbCTBOM CITydasiX.

Bce mnonb3oBarenu WHPOPMAIMOHHBIX CHUCTEM JOJDKHBI HMETh MpEACTaBIeHUE 00
OTBETCTBEHHOCTH 3a MPAaBOHAPYIIEHUS B 001aCTH 3alUThI HH(GOPMAIUH.

5.2. CucreMHOCTH

CucTemMHBIA MOJX0J K MOCTPOCHUIO CHUCTEMBI 3amuThl nHpopmanuu B MBAOY Ne 6
MpEeANnojaraeT y4eT BCEX B3aMMOCBA3aHHBIX, B3aMMOJCHCTBYIOIIUX M HU3MEHSIOIIUXCS BO
BPEMEHH 3JIEMEHTOB, YCIOBUHM U ()aKTOPOB, 3HAYMMBIX JJI1 TOHUMAHHUS U PEIIeHUs MPOoOIeMbl
oOecrieyeHus 6€30MaCHOCTH WH(POPMALIHH.



IIpu co3paHuu cHCTEMBbI 3alIUThI J0JKHbI YYMTBIBATHCH BCe cjadble U HanOoJiee
ySI3BUMbIe MeCTa HH(POPMANMOHHBIX CHCTEM, a TAKKe XapaKTep, BO3MOKHbIe 00beKThI U
HanpaBJIeHUsI arak Ha Hee co CTOPOHBI HapyLumMTesei (ocob0enHo
BbICOKOKBAJIN(PUIIUPOBAHHBIX 3JI0YMbIIIJIEHHUKOB).

CucreMa 3alIUTHI JOJIZKHA CTPOUTHCS € Y4€TOM He TOJIbKO BCeX H3BECTHBIX KAHAJIOB
NPOHMKHOBEHHS] M HECAHKIHOHMPOBAHHOIO J0CTyNa K HH(OPMaNMH, HO M € Y4YeTOM
BO3MOKHOCTH MOSIBJICHUS] MPUHIUIINAJILHO HOBBIX IyTeil peajiu3aunu yrpo3 6e30nacHoCTH.

5.3. KoMmiekcHoCTh

KomniekcHoe HCIOJIb30BaHNE METO0B U CPEACTB 3alMTHI KOMILITEPHBIX CHCTEM
NpeANoJiaraeT CorjacoBaHHOe TPHMEHEHHEe PA3HOPOJAHBIX CPeICTB NPH NOCTPOECHHH
1EJIOCTHOI CHCTEeMBI 3alllNThI, NePpeKPhIBAOIIEli Bce CylleCTBEHHbIE (3HAYHMbIE) KAHAJIbI
peain3aiuu yrpo3 v He cojiep:Kalleii cIadbIX MeCT HA CTHIKAX OT/AeJbHBIX €€ KOMIIOHEHTOB.
3amuTa 10/:KHA CTPOUTHCS JIIEJIOHMPOBAaHO. BHeNIHsAS 3a1UTa 10/LKHA 00ecTeYnBaThCs
(pU3HYEeCKUMH CPeICTBAMH, OPTaHU3ANMOHHBIMYI U MPABOBBIMU MEPaMHU.

5.4. HenpepbIBHOCTD 321U THI

Obecneuenne 6e30mMacHOCTH MH(POPMAITUH - MPOIECC, OCYIIECTBISIEMBIN PYKOBOJICTBOM
MBJIOY Ne 6, anmuHHCTpaTopoM 0€30MacHOCTH HH(POPMALIUU U COTPYAHUKAMHU BCEX YPOBHEH.
OTO HE TOJBKO M HE CTOJBKO HpoLeAypa WM IOJUTHKA, KOTOpas OCYIIECTBISIETCS B
OINPECICHHBIM OTPE30K BPEMEHM WM COBOKYIHOCTb CPEACTB 3allUThl, CKOJIBKO IPOLECC,
KOTOPBIH JT0JKEH NMOCTOSHHO UATH Ha BceX ypoBHAX BHYyTpu MBJIOY Ne 6 u kaxp1ii cCOTpYJHUK
JOJDKEH HIpUHUMATh ydacTME€ B 3TOM Ipouecce. JledATenbHOCTh 10  00ECIEeYeHUI0
MH(POPMALIMOHHON 0E30MaCHOCTH SIBISIETCS COCTAaBHOW YacCThIO TOBCEIHEBHOW IESTEIBHOCTH
MBJIOY Ne 6 U ee >pdexkTUBHOCTh 3aBUCUT OT yuacTus pykoBojactBa MBIAOY Ne 6 B
obecrieyeHnH HHPOPMALMOHHON 0€30MaCHOCTH WH(OPMAIIHH.

Kpome TOro, 00jbmMHCTBY (PU3MUYECKMX M TEXHHYECKHUX CPeICTB 3alMThI IJI
3((peKTHBHOrO BHINOJTHEHHS CBOUX (PYHKIMH HE00X0AUMA NMOCTOSIHHASI OPTraHU3ALMOHHAS
(agxMuHHCTPAaTHBHAs) MOAJEPKKA (CBOeBpeMeHHasi cMeHAa U oOecneyeHHe NMPABUIbHOIO
XpaHeHUs] W TNPUHMEHEHHMsl WMeH, MAapoJieil, mnepeonpenejeHne MNOJTHOMOYHMI W T.IL.).
IlepepbiBbI B padoTe cpeacTB 3aIUTHI MOTYT ObITh MCIOJb30BAHBI 3JI0YMBIILIJIEHHUKAMU
AJISl AaHAJIM3A NMPUMEHAEMbIX METOJA0B U CPEACTB 3ALUMTHI, VIS BHEJAPEHHUS CHENHATbHBIX
MPOrpaMMHBIX U aNMaPaTHBIX ''3aKIa0K" U APYrUX CPeACTB NPEO10JIeHH 3a1HU ThI.

5.5. CBoeBpeMeHHOCTD

[Ipennonaraer ynpexaarouui xapakrep Mep obecredeHus: 6e30macHOCTH HHpOopMaluy,
TO €CTh IOCTaHOBKY 3aJad IO KOMIUIEKCHOM 3amuTe HWHQOpMAIMM W peann3aiuio Mep
oOecrieyeHns 0e30macHOCTH MH(OPMAIMM HAa PaHHUX CTaJAUAX Pa3pabOTKU MH(POPMAIMOHHBIX
CHCTEM B II€JIOM U MX CHCTEM 3aIIUThI, B YaCTHOCTH.

Pa3paborka cucreMbl 3alIUTHI J0J’KHA BECTHCh NAaPAJLIeJbHO € pa3padoTKoOi H
Pa3’BUTHEM CaMHX 3alIMINAeMbIX HH(OPMALMOHHBIX CHCTeM. JTO MO3BOJIUT Yy4YecThb
TpeOoBaHus 0e30MACHOCTH NPH NPOEKTHPOBAHMHU APXMTEKTYPbI M, B KOHEYHOM cuere,
co31aTh 0oJsiee dPpdeKTHBHBIE (KaK 0 3aTpaTaM pecypcoB, TAK H M0 CTOHKOCTH) CHCTEMbl,
o0/1agaK01Me JOCTATOYHBIM YPOBHEM 3aIIMIIIEHHOCTH.

5.6. IIpeeMCTBEHHOCTH M COBEPILICHCTBOBAHUE



IIpeamosiaraer mMOCTOSIHHOE COBEPHICEHCTBOBAHME MepP UM CPEIACTB 3allMUTHI
HH(POpPMALUM HA OCHOBE NMPEEMCTBEHHOCTH OPraHU3AUMOHHBIX M TEXHHYECKHMX pPelleHUi,
Ka/IPOBOI0 COCTAaBAa, aHAIN3a GYHKUMOHUPOBAHUSA HHPOPpMaIMOHHBIX cucTeM MBAOY Ne 6
M CHCTeMbl HMX 3alIUTHI C Y4YeTOM HM3MEHEHHIl B MeToJaxX M CpeAcTBax Iepexsara
HH(popManH, HOPMATUBHBIX TPEOOBAHMI MO 3alIUTe, JOCTUTHYTOI0 OTE4YeCTBEHHOIO H
3apy0e;KHOTr0 ONbITA B ITOM 00,1aCTH.

5.17. PasymHas 10cTaTOYHOCTH (AKOHOMHYECKAS 1eJ1eC000Pa3ZHOCTD)

[Ipenmonaraer COOTBETCTBUE YPOBHS 3aTpaT Ha o0ecrieueHre 0e30nacHOCTH HHPOpMAaIUK
[IEHHOCTH WH(POPMAIMOHHBIX PECYPCOB U BEITMYHMHE BO3MOXKHOTO yiepda OT MX pasriaiieHus,
yTpaThl, YTEUKH, YHUYTOXKEHUS U HCKakeHUs. Vcronb3yeMble Mephl U CpeicTBa oOecreueHust
0e30macHOCTH MH(POPMAIIMOHHBIX PECYpPCOB HE JIOJDKHBI 3aMETHO yXYyAIIaTh 3PTOHOMHYECKUE
nokasareiu paboThl KOMIIOHEHTOB HH(POPMAIIMOHHBIX cucTeM. M3nuiiHue Mepsl 6€301acHOCTH,
IOMUMO SKOHOMHYECKOH HEI()(HEKTUBHOCTH, TPHUBOIAAT K YTOMICHHIO M pa3ApakeHUIO
nepcoHasa.

Co3narb, a0COJIIOTHO HENMPeOJOJMMYI0 CHCTEMY 3allUThl NPUHIUNHAIBHO
HeBO3MO:kHO. [loka mHpopManus HaxoauTCs B 00palieHUW, NIPUHUMAEeMble Mepbl MOTYT
TOJIbKO CHHU3UTh BEPOSITHOCTH HEraTMBHBLIX BO3JAeWCTBHI MM ymepd OT HHUX, HO He
HCKJIIYUTH UX NMOJHOCTBIO. [IpH 10CTAaTOYHOM KOJIHYeCTBe BPEeMEHHU M CPeICTB BO3MOKHO
npeoaoJietb w00y 3amury. I[lo3ToMy wuMeer CMBICI paccMaTPpUBATh HEKOTOPbIN
npueMJjieMblii ypoBeHb oOecnedenusi Oe3omacHocTH. BrbicokodddexkTuBHAT cHcTeMa
3alIUTHI CTOUT JI0POr0, MCIOJIL3YeT MPU padoTe CylIECTBEHHYI0 YacTh PeCypPcoOB U MOKeT
C03/1aBaTh OLIYTHMBbIE JONOJHUTEIbHbIC HEYA00CTBa M0J1b30BaTENAM. BaskHo mMpaBWIbHO
BbIOpPaTh TOT JOCTATOYHBIH YPOBeHb 3alMTHI, IPH KOTOPOM 3aTpPaThbl, PUCK H pa3Mep
BO3MOKHOI0 yuiep0a 0bL1u Obl IpueMJieMbIMH.

5.8. IlepcoHasibHAs OTBETCTBEHHOCTD

IIpeanmoJsiaraer BO3JI0KEHHE OTBETCTBEHHOCTH 3a o0ecrnedeHne 0€30MaCHOCTH
HHpopManMH M CcHCTeMbl HX O0pa0OTKHM Ha KaKA0ro COTPYAHHKA B Ipeaenax ero
MOJIHOMOYMH. B COOTBETCTBUM ¢ 3THUM NPHHUMIIOM paclpeaejieHHe MPaB U 00sI3aHHOCTENH
COTPYAHMKOB CTPOUTCH TAaKUM o00pa3oM, 4TOO0bI B ciy4yae J000ro HapylleHHsl Kpyr
BHHOBHHMKOB ObLJT YeTKO U3BECTEH WIHN CBEJAeH K MUHUMYMY.

5.9. MuHuMuU3anMs NOJTHOMOYM I
O3HayaeT mnpegocTaBjeHHE I10JIb30BaTeJIIM MHMHHUMAJBHBIX MNpaB A0CTyNa B
COOTBETCTBUM €O cJyxeOHOH HeoOxogumocTbio. J[loctym Kk uHpOpManuM [10JKeH

NMPeI0CTABIATHCHA TOJBKO B TOM CJIydyae U 00beMe, eCJIM 3TO HeO0OX0AUMO COTPYIAHUKY sl
BBINOJHEHHUS €ro J0JKHOCTHBIX 0013aHHOCTEH.

5.10. Hckiarouenne KoH(INKTAa MHTepecoB (pa3aeseHue pyHKumii)



JddexTuBHAH  cucrteMa  ol0ecneyeHusi  MHGOPMALMOHHOW  0€30MACHOCTH
NpeanoJaraeT 4YeTkoe pasjejieHue 003aHHOCTEH COTPYAHMKOB M MCKJIIOYEHHEe CUTYalMii,
Korga cepa OTBETCTBEHHOCTH COTPYAHHMKOB JA0MYyCKaeT KOHGIUKT uHTepecoB. Cdhepnl
NMOTEHIHAJBHBIX KOH(IUKTOB H0JKHbI BHISIBIATHCH, MUHUMU3UPOBATHCHA, 1 HAXOAUTCS
MO0/l CTPOrMM He3aBHCHMMBIM KOHTpoJsieM. Peajqm3anusi JaHHOr0 NpUMHIMIA Npeanosaraer,
YTO He OJUH COTPYAHMK He J0JI’KeH UMeTh NOJTHOMOYMM, MO3BOJISIONINX eMy eIHHOJIHMYHO
OCYHIECTBJISATh  BBINOJHEHHME KPUTHYHBIX onepauuii. Hajgesenue coTpyAHMKOB
NMOJHOMOYHMSIMH, TOPOXKAAIIIUMH KOH(IMKT MHTEpecoB, /J1aeT €My BO3MOKHOCTb
MOATACOBHIBATH MHPOPMALHIO B KOPBICTHBIX LEJAX WIH € TeM, YTO0ObI CKPbITh NP00JIeMbl
WIH TOHeceHHble YOBITKH. /lJIfi CHM:KeHMsI pHCKAa MAHHWIYJUpPOBaHus uUHopMmanued u
pHCKA XHIIECHUS, TAKHE MOJHOMOYHS J0/KHbI B MAKCHMAJIbHO BO3MOKHOM CTeneHH ObITh
pa3aesieHbl MeEXK1Yy Pa3jIMYHbIMU COTPYAHMKAMHU HJIH TNOJApa3iejeHUusIMU YTpaBJeHUsl.
HeoO0xoqumMo mnpoBOAUTH MeEpHOAMYECKHE TPOBEPKHM o00si3aHHOCTel, (QYyHKUUIl u
NAeATeJJbHOCTH COTPYJIHUKOB, BBINOJIHSIOIIUX KJI4YeBble (PYHKIMHU, C TeM, YTOObI OHHM He
HMeJIH BO3MOKHOCTH CKPbIBAaTh COBeplIeHMe HenpaBoMepHbIX aeiicrBuii. Kpome Ttoro,
Heo0X0MMO TNPMHMMATH CHleHUAJbHbIe Mepbl 10 HEAONMYIIEHUI0 CroBOpa MEKIy
COTPYAHMKAMM.

5.11. B3aumoaeiicTrBue U COTPYAHUYECTBO

IIpennonaraer co3nanue OmaronpustHoi atMmocdepsl B koiiektuse MBIAOY Ne 6 B
TakoH OOCTaHOBKE COTPYJHHMKH JOJDKHBI OCO3HAaHHO COOJIIOJATh yCTAHOBJICHHbBIE IpaBHiIa U
OKa3bIBaTh COACUCTBUE NEATEILHOCTH aJMUHUCTPATOPa 6€3011aCHOCTH HH(OPMALIHH.

BaxubiM 3siemeHTOM 3¢ deKTHBHONH cucTeMbl o0ecmeyeHusi 0e30MaCHOCTH
uHpopmanuun B MBJAOY Ne 6 siBiasieTcsi BbICOKAsl KyJbTypa padorsl ¢ MHpopmManmei.
PykoBoacTtBo MBJOY N2 6 HeceT OTBETCTBEHHOCTD 32 CTPOroe co0JIl0ieHre I THYECKUX HOPM
U CTAHAAPTOB NPO(PecCHOHATBLHON AeATEJbHOCTH, OYEPKUBAIOLIECH U IEMOHCTPHUPYIOLIel
MEePCOHAJIy HA BCeX YPOBHSIX Ba:KHOCTh oOecrniedyeHusi MHGOPMAIMOHHOWH 0e30MaCHOCTH
MBAQOY Ne 6. Bece corpyanuxku MBAOY N2 6 no/skHbI MOHMMATh CBOI POJib B Ipolecce
o0ecnieyeHusi MHPOPMAIMOHHOW 0€30MACHOCTH M NMPUHUMATH y4acTHe B 3TOM Mpolecce.
HecmoTtpst Ha To, 4TO BbICOKasi KYJbTypa obecniedeHus1 HHPOPMALHOHHOH 0€3011aCHOCTH He
rapaHTHpyeT aBTOMATH4YEeCKOr0 JOCTHKCHHUSI Lejei, ee OTCYTCTBHe co03JaeT O0oJiblIe
BO3MOKHOCTEH Il HapyumieHusi 0e30MAaCHOCTH WJIM He oOHapy:KeHUsi (PAKTOB ee
HapyLIeHHUs.

5.12. I'moxocTh cCHCTEMBI 3aIUThI

Cucrema obecrnieueHuss WHGOPMAIMOHHON 0€30MacHOCTH JOJKHAa OBITh CHOcOOHA
pearupoBaTh Ha U3MEHEHUs BHEUIHEH CpeAbl M YCIOBUN OCYIIECTBICHMS YIIPaBICHUEM CBOEU
JESATENBHOCTH. B unCilo TaKMX N3MEHEHUH BXOJAT:

— W3MEHEHMsI OPraHU3alMOHHOM U WTaTHOU cTpyKTypel MBJIOY Ne 6

— W3MEHEHHME  CYIIECTBYIOIIMX  WJIM  BHEJAPEHHWE  NPUHLUIIMAIBHO  HOBBIX
UH(POPMALIMOHHBIX CHCTEM;

— HOBBIE TEXHUYECKHE CPEJICTBA.

CgBoiicTBO THOKOCTH cHCTeMbl o0OecnedyeHusi HHMOPMAIMOHHON 0€30MaCHOCTH
u30aBjseT B TAKHUX CUTyallUsiX OT He0OXOAMMOCTH NPHHATHS KAPAUHAJIbHBIX Mep IO
MOJIHOM 3aMeHe CPe/ICTB M MeTO/10B 3alllMThl HA HOBbIE, YTO CHUKAET ee 00LIYI0 CTOUMOCTb.

5.13. OTKpHITOCTH AJATOPUTMOB H MEXAHU3MOB 3aIHUTHI



CyT]) NPUHIOUIIA OTKPBITOCTH AJTOPUTMOB M MEXAaHU3MOB 3alIIUTBI COCTOUT B TOM,
YTO 3al[UTA He J0/LKHA 00ecrnevYnBATHLCH TOJAbKO 32 CYET CEKPEeTHOCTH CTPYKTYPHO#
OpPraHu3aliid ¥ aJropuTMoB (PYHKUMOHUPOBAHUSI ee MoJAcHCTeM. 3HAHUE AJTOPUTMOB
padoThl CUCTeMbl 3alIMTHI He JOJIKHO JaBaThb BO3MOKHOCTH ee NpeoaoJieHHs (Jaxke
aBTOpaMm). JT0, 0JJHAKO, He O03HA4aeT, 4YTO0 MHPpopMauus 00 MCIOJIb3yeMbIX CHCTEMaX M
MeXaHU3MAaX 321U THI J0JKHA ObITH 001IeI0CTYHA.

5.14. TIpocTroTa mpuMeHEHUs CPEACTB 3aIUTHI

MexaHu3Mbl U METO/AbI 3AIIUTHI JOJIKHbI ObITh HHTYUTUBHO MOHSITHBI U MPOCTHI B
ucnoJib3oBaHuu. [lpumMeHenne cpecTB U MeTOA0B 3aLUTHI He JOJKHO ObITH CBSA3aHO €O
3HAHMEM CHeHMAJbHBIX $3bIKOB WJIH ¢ BBbINOJHEHHEM JIeliCTBHIl, Tpeldyomux
3HAYUTEJbHbIX JAOTNOJTHUTEJIbHBIX TPyA03aTpaT npu 00BIYHOM padore
3aperucTPUPOBAHHBIX MOJb30BaTeNel, 2 TaKKe He J0JKHO TPeOoBaTh OT MOJIb30BaTeNsl
BBINOJIHEHHS] PYyTUHHBIX MAJIONOHSITHBIX €My ONlepaluii.

5.15. O00CHOBAHHOCTDH M TeXHHYECKasi peajTu3yemMocTb

NudopmannoHHbie TEXHOJIOIMH, TEXHHYECKHE H NPOrPaMMHBIE CPeACTBAa, CpeacTBa
U Mepbl 3alIUTHI HH(OPMaNUM J0JLKHbI OBITH peaju30BaHbI HA COBPEMEHHOM YPOBHe
Pa3BHUTHS HAYKH U TEXHHKH, 000CHOBAHBI C TOYKH 3PCHHUS JOCTHKECHHUS 32JaHHOI0 YPOBHA
O0e3onacHocTH MHGpOpPMANUM W JKOHOMHUYECKOH 1es1ecO00Pa3HOCTH, a TaKKe JOJIKHbBI
COOTBETCTBOBATHL YCTAHOBJICHHBIM HOPMaM MW Tpe0OBaHMAM 1O 0e30MaCHOCTH
uHpopmanuu.

5.16. Cunenmaau3anus u npogeccHOHATUZM

IMpeanmosiaraer npuBJ/iedyeHue K pa3padoTKe CPeACTB M PeaU3aAlMUM Mep 3alIUThI
uHGoOpMAIMM CHEUMATU3MPOBAHHBIX OpPraHu3anuii, HauOoJiee MOATOTOBJIEHHBIX K
KOHKPETHOMY BHAY /[efITeJbHOCTH IO 00ecne4yeHUI0 0e30MacHOCTH HH(OPMANMOHHBIX
pecypcoB, HMEIOIIHUX ONBIT MPAKTHYECKOH PadoThl M FOCYAAPCTBEHHYI0 JTHLIEH3UI0 HA IPABO
OKa3aHMUs YCJIYr B 3TOi o0sacTu. Peanm3anusi aIMUHUCTPATUBHBIX MepP M IKCILIyaTALUSs
CPeACTB 3allUThl JOJKHA OCYHIECTBJIATHLCA NPOPecCHOHAIBbHO MMOAT0TOBJIEHHbIMU
crenuaaucTaMmm Y npaBJieHHsl.

5.17. O06s13aTeJILHOCTH KOHTPOJIA

[Ipenmonaraer 0043aTeNbHOCTh U CBOEBPEMEHHOCTD BBISIBICHUS U MPECEUEHUS MOIBITOK
HApYIICHUS] YCTAHOBJICHHBIX IPaBWI, OOCCIieueHUs] 0e30MacHOCTH WHQPOpPMAIUU, Ha OCHOBE
HCIIONIb3YEMBIX CHCTEM U CPEJICTB 3alUTHl HH(GOPMAIUH, IPU COBEPIIIEHCTBOBAHUU KPUTEPUEB U
METO/I0B OIEHKH 3(P(HEKTUBHOCTH ITUX CUCTEM U CPEJICTB.

KoHTponb 3a nesTenbHOCThIO JH000r0 MOIb30BaTeNsl, KaXA0ro CPEeACTBA 3alIUTHI U B
OTHOIICHHUHU JTF0O0T0 00BEKTA 3AIIMUTHI IOJDKEH OCYIIECTBISITHCS HA OCHOBE IPUMEHEHUS CPEIICTB
OTIepaTUBHOTO KOHTPOJISI U PETUCTPALIMU U JIOJKEH OXBaThIBaTh KaK HECAHKIIMOHUPOBAHHBIE, TaK
Y CaHKIIMOHUPOBAHHBIE ICWCTBUS MOJIb30BATEIICH.

Kpome Toro, addextuBHas cuctema oOecrieueHuss HWHPOPMAIMOHHONW O€30MaCHOCTH
TpeOyeT Hanmu4us aJeKBaTHOW H BceoObemItomell WHGOpMalMu O TEKYIIeM COCTOSHUU
IIPOLIECCOB, CBSI3aHHBIX C JBMKEHHEM HH(POpPMAIUK U CBEACHUN O COOIIOIEHUH YCTaHOBIIEHHBIX
HOPMATUBHBIX TPeOOBaHUH, a TaKKe NOMOTHUTENHLHON MHGOpMAIUU, UMEIOIIEH OTHOIICHHE K
NpUHATHIO pemeHuid. Madopmanus momkHa OBITH HaIEKHOW, CBOSBPEMEHHOM, JOCTYITHON W
MPaBUILHO 0(hOPMIICHHOM.



Henocratku cucreMsl o0ecrieyeHust HHGpOPMALMOHHOI 0€301TACHOCTH, BbISIBJICHHbIE
corpyaHukamu MBAOY Ne 6, 10/2KHbI HEMEAJIEHHO JOBOAUTHCS A0 CBEeIeHUs PYKOBOIUTEs
MBJOY Ne 6 u onepaTUBHO YCTPAHATHCHA. Bonpochl, KOTOPbIe KAKYTCS HE3HAYUTEJIbHBIMH,
KOIJa OTAeJbHbIE NPOLEcChl PACCMATPUBAIOTCH M30JUPOBAHHO, NIPH PACCMOTPEHUHM HX
HapsAy ¢ APYIMMH acleKTaMH MOIYT YKa3aThb HA OTpULATelbHbIe TEHACHUNH, I'PO3sLIUe
NepepacTu B KPYNHbIE HEAOCTATKH, €CJIM OHM He OyAYT CBOEBPEMEHHO YCTPAHEHBI.

6. Mepnl o6ecieuenusi ”HPOPMAIMOHHOM 0€30MACHOCTH

Bce meppr obecnieuenus Oe3zomacHoct uHpopMmannoHHbIX cuctem MBJOY Ne 6
MOAPAa3AeIIAI0TCS Ha!

6.1. 3akoHOAATeIbHBIE (IIPABOBbIE) MEPHI 3AILUTHI

K mpaBoBbIM MepaM 3alIUThl OTHOCATCS JEUCTBYIOIIME B CTPAaHE 3aKOHbBI, YKa3bl U
HOPMAaTHBHBIE aKThl, pETIaMEHTHPYIOIIUE MpaBmiia oopameHus ¢ HHpopMaIue, 3aKkperistonme
mpaBa U 00S3aHHOCTH YYaCTHHUKOB MH(OPMAIIMOHHBIX OTHOILIEHUI B Mpolecce ux 00paboTKu U
UCIIOJIb30BaHUs, a TAKKE€ YCTaHaBJIMBAIOIIME OTBETCTBEHHOCTb 3a HApYLIEHMs] 3TUX IpPaBHIL
[TpaBoBbIE Mepbl 3aIIUTHI HOCAT B OCHOBHOM YIPEXKAAIOIINN, MPOPUIaKTUIECKUN XapaKkTep U
TpeOYIOT TOCTOSHHOW pa3bSICHUTEIBHOW pabOThl C TMOJb30BATENSIMU M OOCTY>KMBAIOUIUM
nepcoHanoM uHpopmamonseix cucteM MBJIOY Ne 6.

6.2. MopanbHO-3THUECKHUE MEPHI 3AILUThI

K MopanbHO-3THYECKMM MepaM OTHOCSITCS HOPMbI MOBEAEHUS, KOTOPbIE TPAJAULIMOHHO
CJIOKWJIMCh WM CKJIQJBIBAIOTCS 10 MEPE PaCIpOCTpaHeHHsS WH(POPMALMOHHBIX TEXHOJIOTHH B
oOmiecTBe. DTH HOPMBI OOJNbIIEH YACTBIO HE SBISIOTCA 00sA3aTE€IbHBIMU, KaK 3aKOHOJATEIBHO
YTBEp)KJICHHBIE HOPMATUBHBIC aKTHI, OJJHAKO, UX HECOOIIOACHNE MOXKET MPUBECTH K IaJCHUIO
aBTOPUTETA, IPECTHKA YenoBeka, rpynmnsl Jul win MBJIOY Ne 6 B neixom. MopanbHO-3THYECKHE
HOpPMBI OBIBAIOT KaK HEMHCAHbIC, TaK W MHCAHBIC, TO €CTh O(OPMIICHHBIE B HEKOTOPBIA CBOJ
(ycraB) mpaBMJ WIM TMpeAnucaHui. MopalbHO-3THUECKHE Mephl 3aIlIUThl  SBIAIOTCA
npoUIAKTUYECKUMH U TPeOYIOT MOCTOSIHHONW paboThl MO CO3JaHMI0 3JI0POBOTO MOPAJIbHOTO
KJIMMaTa B KOJUIEKTHUBE.

6.3. TexHomOrMYECKHE MEPHI 3AIIUTHI

K nmanHOMy BHIy Mep 3alMTBI OTHOCATCS PA3HOTO pPOJia TEXHOJOTMYECKHE PEIIEHUS U
IIPUEMbI, OCHOBAaHHBIE Ha MCIIOJIb30BAaHUM HEKOTOPBIX BUIOB HM30BITOUHOCTHU (CTPYKTYPHOH,
(GYHKIMOHATIBHON, MH(POPMALMOHHOM, BPEMEHHON W T.N.) W HAaIpaBJICHHbIE Ha yYMEHBIIEHUE
BO3MO>XHOCTH COBEpILIEHUSI COTPYJHUKAMHU OLIMOOK M HApYLIEHUH B paMKax MpPelOoCTaBIEHHBIX
UM TIPaB U NOJHOMOYHH.

6.4. OpraHuzanuoHHBIC (aIMIUHUCTPATUBHBIC) MEPHI 3AIIUTHI

Opranusanuonubie (AAMHUHUCTPATHBHbIE) Mepbl 3alUTHI - 3TO0  Mepbl
OPraHU3alMOHHOI0 XapakTepa, perjaMeHTHPYIIIHe mpouecchl (YHKIUOHUPOBAHUSA
cucrteMbl 00pa0doTkum wuHGoOpPMaNUM, HCHOJIb30BAHME €€ PecypcoB, AesTeJbHOCTb
00C/Iy:)KMBaIOLLIer0 MepcoHa a, a TaK:Ke MOPSAOK B3anMMOJAeiicTBUS IoJIb30oBaTeJeill ¢
CHCTEeMOH TaKHM 00pa3oM, 4TOObI B HAMOOJIbIIEH CTeNeHN 3aATPYAHUTHh WM MCKJIKYUTH
BO3MOKHOCTH peajin3aliii yrpo3 0e30MacHOCTH MJIM CHM3UTH pa3Mep NoTepb B ciay4dae HX
peaau3anuu.

6.5. @®opMupoBaHue NOJUTUKHU 0€30IIACHOCTH

I'maBHas Lenb aAMMHUCTPATUBHBIX MEP, IPEANIPUHUMAEMBIX Ha BBICILIEM YIIPAaBIEHYECKOM
ypoBHE - copMHUpOBaTH MOJUTHUKY B o0OmacTh obecreueHus Oe30MacHOCTH HWH(POpMAIUU
(oTpaxarolyto MOJIXOAbI K 3amuTe HHpopManuu) U OOECIeYUTh €€ BBIIOJIHEHUE, BBIACISL
HEOOXO0IUMBIE PECYPCHI M KOHTPOJIUPYS COCTOSTHUE JIEN.

C mpakTHyecKOW TOYKM 3pEHMs IOJUTHUKY B O0JlacTH obecriedyeHus: 0e30MacHOCTH
unpopmanuu 8 MBJIOY Ne 6 nenecoobpa3Ho pa3ouTh Ha aBa ypoBHs. K BepxHeMy ypoOBHIO
OTHOCSITCSl pELIEHMs] pyKOBOJCTBA, 3arparuBaroiue aestenbHocTs MBJIOY Ne 6 B wmenom.
[TonuTuka BEpXHEro ypOBHS [OJDKHA YETKO OYEPTUTH cepy BIHUSAHUA W OTPAHUYCHUS TNPU
omnpeeneHuu Leiel  Oe3omacHOCTH  WHGOpPMALMU, OMNPENEIUTh KaKUMU  pecypcamu



(MaTepHabHBIMH, CTPYKTYPHBIMH, OPTaHU3AallMOHHBIMU) OHU OYIyT IOCTUTHYTBHI, W HalTH
pasyMHBIA KOMIIPOMHUCC M@Ky IPHEMIIEMbIM YPOBHEM 0O€30MIaCHOCTH U (PYHKIIMOHATBHOCTBIO.

[TonuTnka HUKHETO YPOBHS, OIPENEISAET MPOLEAYPhl, U MPAaBUIa JOCTHKEHHS LENel 1
peleHns 3a1a4 6€30MacCHOCTH HH(POPMALIUHU U JIETATU3UPYET (PErIaMeHTHPYET) 3TH MpaBHia;

— KaKOBbl pOJM M OOS3aHHOCTH JOJDKHOCTHBIX JIMI[, OTBEYAIOIIME 3a IPOBEICHUE
HOJUTHUKH OE€30MaCHOCTH HH(POPMALINH;

— KTO MMEET IpaBa J0CTyNa K MHPOPMALIUH, KTO U MIPU KAKUX YCIOBUAX MOXKET YUTATh U
MoauUIIIPOBATh HHGOPMAITH H T.]I.

[TonnTHKa HUKHETO YPOBHS JOJDKHA:

— TIpeaycMaTpuBaTh pErjJaMeHT HMH()POPMAIMOHHBIX OTHOUICHHH, MCKIIOYAIONINX
BO3MOKHOCTh MPOU3BOJIbHBIX, MOHOIIOJBHBIX WJIM HECAHKIUOHHUPOBAHHBIX JCHCTBUM B
OTHOILIEHNH NH(POPMALIMOHHBIX PECYPCOB;

— ONpEleNsITh KOAIMIMOHHBIE M HEpPApXMUECKUE NPUHLUIIBI U METOAbl pa3JeleHUs
CEKPETOB U pa3rpaHUyuEHUs JOCTyNa K MHpopMaluu;

— BbIOMPATH NPOrPaMMHO-TeXHUYECKHE (ANNMapaTHbIe) CPeACTBA MPOTUBOAECHCTBUSA
HC/Jl, ayrenTudHUKANMU, ABTOPU3ALUHN, MICHTH(PUKALUHN U IPYTUX 3aIUTHLIX MEXaHU3MOB,
o0ecrneYyUBAOIIMX TapaHTHH PpeaJM3allul MPaB M  OTBETCTBEHHOCTH CYObeKTOB
HH(OPMANMOHHBIX OTHOLIEHH .

6.6. PersiameHTaInus 10cTYyNa B OMeIIEeHUs

KommnoHeHThl WH()OPMALMOHHBIX CHUCTEM JOJDKHBI pPa3MEMIaThCs B IOMEIICHHSIX,
HAXOSIIUXCS MO/ OXPaHOH Wi HaOII0JeHIEM, HCKITFOUAIOIIUM BO3MOXXHOCTh O€CKOHTPOIBHOTO
NPOHUKHOBEHUS B TIOMEIIEHHS MOCTOPOHHUX JIMI] W O0ECIEYMBAIONIMM (UINIECKYIO
COXPAHHOCTh HAXOJSAUIMXCS B MOMEIICHUU 3allUIaeMbIX pecypcoB (HokymMeHToB, APM u T.1.).
Y0opka TakMX TOMEIICHWH JIOJKHA TPOU3BOAMTHCS B TIPUCYTCTBHH OTBETCTBEHHOTO
COTPYAHMKA, 3a KOTOPbIM 3aKpeIUIeHbl JaHHble KOMIIOHEHTBl, C COOJIOJCHHUEM Mep,
MCKJTIOYAIOIIMX JAOCTYI MOCTOPOHHUX JIMII K 3aIIUIIaeMbIM HH(OPMAIIMOHHBIM PECYpPCaM.

Bce nocTopoHHMeE J11Ia TOMYCKAIOTCS B TOMELEHHsI ¢ KOMIIOHEHTaMHU UH(OpMaIlMOHHOMN
CUCTEMBI TOJIBKO B IPUCYTCTBUU COTPYIHUKOB Y TIPaBIEHUS.

ITo oxoHuaHuu pabodero IHs, MOMELIEHHs, B KOTOPBIX pPa3MELIal0TCs] KOMIOHEHTHI
uHpopmannonuslx cucreM MBJIOY Ne 6, nomkHBI 3anmupaThCsl Ha KIIOY, IO BO3MOXKHOCTHU
OIIEYaThIBATHCA.

B cnyuae ocHaiieHusl NOMEIIEHWH CpelCcTBaMU OXPaHHOW CHUTHAJIM3alluU, a TakKke
ABTOMATU3UPOBAHHOW CUCTEMOM NpUEMa U PETUCTPALIUY CUTHAJIOB OT 3TUX CPEJCTB, IpUEM-CAaua
TaKUX MOMEIIEHUH MOJI OXpaHy OCYILIECTBIIIETCS HA OCHOBAHUM CHEIHAJIbHO pa3zpadaTbiBaeMOi
MHCTPYKLHU.

6.7. PernameHTamusi 10NMycKa COTPYJAHUKOB K MCIO/JIb30BAHNI0 HH(POPMAIIMOHHBIX
pecypcoB

B pamkax pazpemuTenbHON cucTeMbl (MaTpULbl) JOCTYINA yCTaHABIUBAETCS: KTO, KOMY,
KaKyl0 MH(QOPMAIUIO U JUI KaKOT0 BHJIA IOCTYIa MOXKET MPEJOCTAaBUTh U MPU KAKUX YCIOBUSAX.

Jlomyck mombp3oBaTeneld K pabote ¢ MHPOPMANMOHHBIMH CHCTEMaMH U JOCTYI K WX
pecypcam JOJDKEH OBITh CTPOro perjaMeHTHpoBaH. JIio0ble H3MEHEHHs COCTaBa U MOJTHOMOYMNA
M0JIb30BATENEH MOACUCTEM JIOJIKHBI TPOU3BOIUTHCS YCTAHOBJIEHHBIM MOPSIIKOM.

VYpoBeHb MOTHOMOYH KaX/10T0 MOJIB30BATENs ONPEesIeTCsl UHAUBHU Iy albHO, COOII01as
cleayromue TpeOOBaHMS:

— K&XIbI COTPYJHHUK TIOJIb3YEeTCS TOJBKO TNPEANUCAHHBIMU €My @paBaMH IO
OTHOLIEHHIO K HWH(pOpMalMH, ¢ KOTOPbBIMM €My HeoOxoauma paboTa B COOTBETCTBHM C
JOJKHOCTHBIMHM  00sI3aHHOCTSAIMU. PacimiupeHue mpaB JOCTyNa U NPEJOCTaBIE€HUE JIOCTyHa K
JIOTIOJTHUTEIBHBIM ~ MH(POPMALMOHHBIX —pecypcaMm, B  00s3aTeNbHOM TOpPSJAKE, JOJDKHO
COTJIaCOBBIBATHCS C AIMUHUCTPATOPOM 0€30MaCHOCTH HH(POPMAIIHH;

— pykoBogutenb MBJIOY Ne 6 umeer mpaBa Ha mpocMOTp HHGOPMAIMH CBOUX
MOJYMHEHHBIX TOJBKO B YCTAHOBJIEHHBIX MPEJENIaX B COOTBETCTBUM CO CBOMMM JOKHOCTHBIMU
00513aHHOCTSIMHU.



Bce corpymaukun MBJAOY Ne 6 u o0CIyXWBarOIIMi TEPCOHAN, AOKHBI HECTH
NEPCOHANBHYIO OTBETCTBEHHOCTh 32 HApyIICHUS YCTAHOBICHHOTO TMOpsaKa 00paboTKu
uH(pOpMalnu, IPaBUI XpaHEHUS, UCIIOJIIb30BAHUS U MEPEAAYU HAXOIAUINXCS B UX PACIIOPSIKEHUN
3alUIIAEMBIX PECypcoB cHcTeMbl. Kaxkaplii coTpyqHuK (mpu mpueMe Ha paboTy) JOJDKEeH
MOJIMUCHIBATH 00513aTEILCTBO O COOIIOICHUH U OTBETCTBEHHOCTH 32 HAPYIIEHNE YCTAaHOBIIEHHBIX
TpeboBanuii mo coxpanenuto nHGpopmanun MBAOY Ne 6

Oo0patorka I1/In B koMnoHeHTax HHPOPMAUMOHHBIX cucteM MBAOY N2 6 nokHa
NPOU3BOAUTHCH B COOTBETCTBUM € YTBEPKACHHBIMU TEXHOJTOTHYEeCKUMH HHCTPYKIUAMU.

6.8. Pernamentanusi  mpoumeccoB  00CIYy:KHBAHMSI M OCYLIECTBJICHHA
MOAHM(HKANMHU aANNAPATHBIX M IPOrPAMMHBIX peCypcoB

B wmemsx momnepxkanus pexuma  HMH(DOpPMAnMOHHOW —0E30MacHOCTH — anmaparHo-
IporpaMMHasi KOH(UIypalus aBTOMaTU3UPOBAHHBIX PA00OYMX MECT COTPYJHUKOB YTIpaBiIE€HUs, C
KOTOPBIX BO3MOXEH JIOCTYT K pecypcaM MH(POPMAITMOHHON CHCTEMBI, IOJDKHA COOTBETCTBOBATH
KPYTY BO3JIO)KEHHBIX Ha JIaHHBIX 10JIb30BaTeNeH (QyHKIMOHAIBHBIX 00s13aHHOCTEH.

B xomnonenTax nHGpOPMALMOHHON CHCTEMbI M HA PA00YHX MeCTax MoJb30BaTeJeil
AOJIZKHBI YCTAHABJIMBATHCS M UCIOJIb30BATHCS JIMIEH3MOHHbIE IPOrPaMMHbIe CPeICTBA.

6.9. O0ecnieyeHre M KOHTPOJIb (PU3MYECKON 1EJTOCTHOCTH (HEH3MEHHOCTH
KOH(pHUIypanuM) anmnapaTHbIX pecypcoB

Ob6opynoBanne WHGOPMALMOHHBIX CHCTEM, HCIIOJIB3yeMOe IS JOCTyNa M XpaHCHHS
uHpOpMaLUU, K KOTOPOMY JIOCTYI 00CITYKMBAIOLIEro MepCcoHajIa B MPOLECCe IKCIUTyaTalluu He
TpeOyeTcs, mocjae HaIaJOYHBIX, PEMOHTHBIX W HMHBIX Pa0OT, CBS3aHHBIX C JOCTYIIOM K €ro
KOMIIOHEHTaM J0JDKHO 3aKpbIBATHCA.

6.10. Iloa0op u moAroToBKa nepcoHasa, 00y4eHue moJjab30BaTes e

ITonp3oBarenu nHpopmanmoHHbIX cucteM MBJIOY Ne 6, a Takke pyKOBOASIIUN U
00CITyKUBAIOLIUI MEepCOHAN JOJKHBI ObITh 03HAKOMJIEHBI CO CBOMM YPOBHEM IOJHOMOYHMI, a
TaK)K€ OpPraHU3allMOHHO-PACIOPAIUTEIILHON, HOPMAaTUBHOM, TEXHUYECKON U 3KCILTyaTallHOHHON
JIOKyMEHTalueH, onpeaenstoiieil TpeboBaHus U nopsiiok 0opadorku nnpopmaiuu B MB10Y Ne
6.

ObecrieueHre 0e30MacHOCTH HMH(OpPMaMU BO3MOKHO TOJIBKO IOC]IE€ BBIPAOOTKU Y
NOJIb30BaTeNel ONpeaesieHHON KyJIbTypbl paOoThl, T.€. HOPM, 00s3aTeIbHbBIX AJS WCHOJHEHUS
BCEMH, KTO paboTaeT ¢ MH(OPMaLMOHHBIMU pecypcamMu YrpasieHus. K Takum HOpMaM MOKHO
OTHECTH 3alpelleHue JI0ObIX YMBIIICHHBIX UM HEYMBIIIJICHHBIX JeHCTBUH, KOTOPhIE HAPYIIAIOT
HOPMaJIbHYIO Pa0OTy KOMIIOHEHTOB HMH(OPMAIMOHHBIX CHCTEM, BBI3BIBAIOT JOIMOJIHUTEIbHbBIE
3aTpaThl PECypcoB, HapylIalOT ILEJOCTHOCTh XpaHMMOM M oOpabareiBaeMoil HH(pOpMaIuH,
HapylLIalOT UHTEPECH] 3aKOHHBIX MOJIb30BaTeNEH, BIIaIENIbIIEB UM COOCTBEHHUKOB.

Bce monb3oBaTenu WHGOPMALMOHHBIX CHUCTEM JIOJDKHBI OBITh O3HAaKOMJIEHBI C
OpPraHM3al[MOHHO - pPacHOPSAUTEIbHBIMU JIOKYMEHTaMHU IO oO0ecrneueHuto 0e30MacHOCTH
unpopmanuu (I11x) MBAOY Ne 6, B uacTH, uX Kacaromeics, oM KHbI 3HATh H HEYKOCHUTEIHHO
BBIMOJHATh MHCTPYKIMH M 3HaTh oOmIMe OOS3aHHOCTH 10 00ecreyeHHio 0e30MacHOCTH
uHpopmanuu. JloBeaeHue TpeOOBaHMN YKa3aHHBIX JOKYMEHTOB JIO JIML, JOMYIIEHHBIX K
00paboTke 3amumnaeMoil HHGOPMAITHH, TOJDKHO OCYIIECTBISATHCS MO POCIIHCH.

6.11. OTBeTCTBEHHOCTD 32 HAPYIIECHHUsI YCTAHOBJICHHOTI'0 NOPSI/AKA N0J1b30BAHUS
pecypcaMu MH(OPMAITMOHHOI CHCTEMbI

Mepa OTBETCTBEHHOCTH II€pCOHaja 3a JIEMCTBUS, COBEPLIEHHBIE B HapylICHHE
YCTAaHOBJICHHBIX TMpaBWJI oOecrieueHus Oe3omacHOW paboTel ¢ uwHbOpMaIuen, I0JDKHA
OTIpeNeNAThCS HAaHECEHHBIM YLIepOOM, HAJIMYMEM 3JI0T0 yMbICIA U JAPYTMMHU (GakTopamu IO
ycMoTpenuto pykoBojictea MBZIOY Ne 6.

JUid peanu3anuy NPUHLMIIA IEPCOHAIBHOM OTBETCTBEHHOCTH IIOJIb30BATENIEd 3a CBOU
NENCTBUSA HEOOXOINMBI:



— UWHAMBUIyalbHas WACHTU(UKAIMS IOJIb30BaTee M WHUIMHUPOBAHHBIX HUMH
IPOIIECCOB, T.€. YCTaHOBJIEHUE 3a HUMHU HaeHTH(uKaropa (login, Username), Ha 6a3e KOTOpPOro
OyZeT OCyLIECTBIATHCS pa3srpaHUYEHHE 10CTyIa B COOTBETCTBUHM C IPUHLIUIIOM 00OCHOBAHHOCTHU
J0CTy1a;

— TpOBEpKa MOJUIMHHOCTH IOJIb30BaTeNel (ayTeHTH(UKaLKsI) Ha OCHOBE MapoJIeH;

— peakuusi Ha IONBbITKM HECAHKUUOHMPOBAHHOIO JOCTyNAa (CHIHAJIM3ALMS,
0JIOKMpPOBKA U T.1.).

6.12. CpencrBa odecnieyeHus1 0e30nacHOCTH MHGOPMAMHT

Jis obecnieuenust nHGOPMALMOHHOM 6€30I1aCHOCTH UCIIOJIb3YIOTCS CIEAYIOLINE CPeICTBA
3aILUTHL:

du3nyecKkne cpeacrea 3allMThI

duznueckue MCPBI 3alllUThl OCHOBAHBI Ha IMPUMCHCHHUH pPa3HOro poaga MEXaHH4YCCKUX,
JJIEKTPOHHBIX WM DJICKTPOHHO-MEXaHWYECKUX YCTPOWCTB M COOPYXKEHHUH, CIeHUaIbHO
Npe€aHasHA4YCHHBIX JIA  CO3daHUsA (1)I/I3I/IT-IGCKI/IX HperITCTBI/If/'I Ha BO3MOXHBIX IIYTAX
NPOHUKHOBEHHUSI M JOCTyNla NOTCHUUAIbHBIX HApYLIMTENCH K KOMIIOHEHTaM CHCTEMBl |
33,HII/IHIB,€MOI>1 I/IH(l)OpMaHI/II/I, a TaKIKC TCXHUYCCKUX CPCACTB BU3YAJIIbHOT'O Ha6JIIOI[CHI/I$I, CBA3HU U
OXPaHHOM CHTHAJIH3aLUH.

st obecriedennst (pu3ndeckoi 6€30MaCHOCTH KOMIIOHEHTOB MH(OPMALMOHHBIX CHCTEM
HEOOXOAMMO  OCYWIECTBIATH P  OPTaHM3aLMOHHBIX M TEXHUYECKHX MEpONPHUITHH,
BKJTIOYAOIIUX: IPOBEPKY 000PYAOBAHUS, TPEIHAZHAYCHHOTO JUIst 00paboTKu nHpOpMaIny, Ha:

— HaJIW4YHUC CIICHUAJIbHO BHCAPCHHBIX 3aKJIaIHbIX YCTpOﬁCTB;

— BBCIACHHC JOITOJIHUTECIIbHBIX OI‘paHI/I‘-ICHI/If/'I 10 A0CTyIy B IIoOMEIICHUA,
npeaHa3HauYCHHBIC U XpaHEeHHUs U 00padOTKU HH(POPMAIIHH;

— oOopyaoBaHue cHcTeM HHGOPMATH3ANMH YCTPOWCTBAMH 3alIMTHI OT CcOOeB
JICKTPONMUTAHUSA U MOMEX B JIMHUAX CBA3U.

TexHuyeckue Cpeacrea 3alllUThbI

TexHnuyeckue (anmapaTHO-MPOTrPAMMHBIE) MEPbI 3alllUThl OCHOBAaHbI Ha HCIOJIb30BAHUU
pa3IMYHBIX OJIEKTPOHHBIX YCTPOMCTB M CHEHMAIBHBIX IPOrpaMM U BBINOJHSIIOLINX
(caMOCTOATENBHO WM B KOMILIEKCE C APYTUMHU CPEACTBAMHU) (PYHKIIMH 3aIIUTHI (MAEHTU(DUKALINIO
U ayTeHTU(UKAIMIO TII0JIb30BaTeNlel, pasrpaHMYeHHe JO0CTyHa K pecypcaM, PperucTparuio
coOBITHI, KpUNTOrpauyecKkoe 3aKpbITUE HHPOPMAIUH U T.J.).

C yderom Bcex TpeOOBaHMI M MPUHIUIIOB oOecreueHus: 6e30MacHOCTH HHPOPMALIUH 110
BCEM HaIIpaBJICHUSAM 3aIIUTHI B COCTaB CUCTEMBI 3aILIUThI JOJKHBI ObITh BKIIFOUEHBI CIEAYIOLINE
CpezcTBa:

— CpenCcTBa pasrpaHUYEHHU JOCTYyINA K JTaHHBIM;

— CpeICTBAa PEerucTpalud JOCTyHna K KOMIIOHEHTaM HH()OPMAIMOHHOW CHUCTEMbI U
KOHTPOJIS 3a UCIOJIb30BaHUEM HH(OpMaIy;

— CpeJCTBa pearupoBaHuUs Ha HApYyIIEHHUs peXuMa HH()OPMAIIMOHHON 0€30IacHOCTH.

Ha texHuueckue cpeficTBa 3alUThl BO3JIAraeTcs peUIeHne CIeAYIOIINX OCHOBHBIX 3a/1a4:

— uJeHTHUUKAUsS U ayTeHTU(UKAIMS TOJb30BaTesed MpPU MOMOIIM HMEH WIH
CIEUAJIbHBIX allllapaTHBIX CPE/CTB;

— peryiaMeHTalus U yIpaBJiIeHue JOCTYIIOM MOJIb30BaTelNel B MOMENICHHS, K GU3NIECKUM
U JIOTUYECKUM yCTPOUCTBAM;

— 3alldTa OT TPOHUKHOBEHHS KOMIIBIOTEPHBIX BHUPYCOB M  Pa3pyIIUTEIHHOTO
BO3/JEICTBUS BPEIOHOCHBIX IIPOTpamMm;

— perucrpauMsi BceX [JEHCTBUI MONb30BaTENs B 3alMIIEHHOM >XypHale, HaJIudue
HECKOJIbKUX YPOBHEN pPEerucTpanuy;

— 3alMTa JaHHBIX CUCTEMBI 3aIlUTHI Ha (aillIoBOM cepBepe OT JOCTyIla NOJIb30BaTENEH,
B YbU JOJKHOCTHBIE O0SI3aHHOCTH HE BXOJIUT paboTa ¢ UH(YOpMAIMK, HAXOJAIIEHCS Ha HEM.



CpeIlCTBa I/IHeHTI/I(l)I/IKaIII/II/I u ayTeHTl/Iq)I/IKaIII/II/I noJb30Bareeil

B nensix nmpenoTBpatienus paboTsl ¢ pecypcaMu HHPOPMALMOHHBIX CUCTEM ITOCTOPOHHHUX
JMLL He00X0AUMO 00€CIeYUTh BO3MOKHOCTh PACIIO3HABAHUS KaXKJOI0 JIETAJIbHOIO MOJIb30BATEI
(umu Tpynm monb3oBateneil). s umpeHTHUKAIMM MOTYT NPHUMEHSATHCS Pa3IMYHOTO poja
YCTPONCTBA: MAarHUTHBIE KAPTOUKHU, KITFOUH, KJIFOYEBbIE BCTABKU, IUCKETHI U T.I1.

Aytentudukanys (MOATBEPXKACHUE IOMIUHHOCTH) TOJb30BATENeH TaKkKe MOXKET
OCYILECTBIISATHCS:

— IyTeM IPOBEPKH HAJIWYUs Y I0JIb30BaTeNell KakuX-IMOO CHEelUaIbHBIX YCTPOMCTB
(MarHUTHBIX KapTOYEK, KJIIOUEH, KIIFOUEBBIX BCTABOK U T.J.);

— IyTEM NIPOBEPKU 3HAHMSI UMHU [IApOJIeH;

— IyTeM NPOBEPKH YHUKAJIbHBIX (PU3MUECKUX XaPAKTEPUCTUK U TapaMeTPOB CAMHX
NnoJIb30BaTe el NPU MOMOLIY CHeHHATbHBIX OMOMETPHYECKUX YCTPOICTB.

CpencrBa pa3rpaHu4eHusi 10CTyna

30HbI OTBETCTBEHHOCTHM M 3aJa4d KOHKPETHBIX TEXHUYECKUX CPEJCTB 3allUThl
YCTAaHABIMBAIOTCS HCXOAS M3 HMX BO3MOXKHOCTEH M OSKCIUTyaTallUOHHBIX XapaKTEPUCTHK,
ONMCAHHBIX B JOKYMEHTAllMU Ha JaHHBIE CPE/ICTBA.

TexHudyeckue CpeiacTBa pa3TpaHUYCHUS JOCTyNa JOJDKHBI 10 BO3MOXKHOCTH OBITh
COCTAaBHOM YaCThIO €IMHOW CUCTEMBI KOHTPOJIS JOCTYyIA!

— Ha KOHTPOJIUPYEMYIO TEPPUTOPUIO;

— B OTJICIbHBIC IOMCIICHMS,

— K KOMIIOHEHTaM HWH(OPMAIMOHHOW cpefpl W 3JIeMeHTaM cucTeMbl 3amuThl [1/]H
(pusuyeckuii noctyn);

— K uH(pOPMAlMOHHBIM pecypcaM (IOKyMeHTaM, HOocuTelsiM uHdopMmanuu, ¢aiiiam,
HabopaM JJaHHBIX, apXUBaM, CIIPaBKaM U T.1.);

— K aKTHBHBIM pecypcam (MPUKIIaIHBIM IporpaMmam, 3aa4am U T.11.);

— K ONepanuoHHOIl cucTeMe, CHCTEMHBIM NMPOrpaMMaM M NporpaMMam 3aiuThl.

Cpencra odecnneyeHUs1 © KOHTPOJISA LEJTOCTHOCTH

CpenctBa obecriedeHHs 1IeIOCTHOCTH BKJIIOYAIOT B CBOM COCTaB CPEICTBA PE3EPBHOIO
KOIIMPOBAHUs, POrpaMMbl aHTUBUPYCHOM 3alllUTHI, IPOrPaMMbl BOCCTAHOBJIEHUS LIEJIOCTHOCTH
OTIEPAIIMOHHOM Cpebl ¥ 0a3 TaHHBIX.

CpencTBa KOHTPOJIS LETOCTHOCTH MH(POPMAIIMOHHBIX PECYPCOB CHCTEM IpeIHA3HAYEHBI
JUIsL CBOEBPEMEHHOI'0 OOHapy’KeHUs MoAM(UKAIMM WM HCKAXXEHUsI pecypcoB cucteMbl. OHU
HO3BOJISIOT 00€CHeYUTh MPAaBUIBHOCTh (DYHKIIMOHMPOBAHUS CHUCTEMbI 3allUTHI U IEIOCTHOCTh
XpaHUMOl 1 0O6pabaTbIBaeMoii HH(OpPMALINH.

Kontpons wnemnocrHoct MHGOpMAMM M CPEACTB 3aIIUTHI, C IENbI0 OOecredeHus
HEU3MEHHOCTH WH(GOPMAIIMOHHON Cpe/bl, ONpeAensieMol MperyCMOTPEHHONW TEXHOJIOTuei
00pabOTKM, M 3alIUThl OT HECAHKIMOHUPOBAHHOW MOJU(PUKAIMK HHPOPMAIUN JTOJDKEH
o0OecrieunBaTbCs:

— CpeAcTBaMU pa3rpaHUYeHHs JOCTyNa (B MOMEMIEHUs, K JTOKyMEHTaM, K HOCUTENISIM
uH(pOpMalnK, K cepBepam, JOrHYECKHM yCTPOHCTBAM U T.I1.);

— CpEenCTBaMHU IEKTPOHHOMN MOJIINCH;

— CpeACTBAMM MOJCYeTa KOHTPOJIbHBIX CYMM (IJ151 HCIOJIB3YyeMOI0 IPOrpaMMHOI0
o0ecneveHmust).

CpeI[CTBa ONMEPATUBHOI0 KOHTPOJISA XU pErucTpamnuu CcOOBLITHII 0€30ITaCHOCTH

CpencTBa 00bEKTUBHOTO KOHTPOJIS JJOJKHBI 00eCTIeunBaTh OOHAPYKEHUE U PETUCTPALIHIO
BCEX COOBITHH (eicTBUi monb3oBarenel, nmonbiTok HCJI u T.1.), KOTOpble MOTYT TIOBJIEYb 3a
co0oii HapyIeHre 0e30MacHOCTH M PUBECTH K BOSHUKHOBEHHIO KPU3UCHBIX CUTyalluid. AHAIN3
COOpaHHOW CpelCTBAMH PETUCTPALlMM MH()OPMAIIUN TO3BOJSIET BBIIBUTH (PaKThl COBEPIICHUS
HapYLICHU, UX XapaKTep, MOACKa3aTh METO/I €0 PACcCIeJOBAHU U CIIOCOObI TOMCKA HAPYIIUTENS



U uchpasieHus curyanud. CpeicTBa KOHTPOJIS M PErHCTpaldM  JOJDKHBI IPEOCTABIATh
BO3MOYKHOCTH:

— BEICHUS W aHaM3a >KYPHAJIOB DPETHCTPALMU COOBITHI 0e30macHOCTH (CHCTEMHBIX
JKYpHAJIOB);

— TIONY4YEeHHS TBEPJOU KOMHUU (TI€4YaT) )KypHajla perucTpaiy cOObITHI 0€301MacHOCTH;

— YNOPAIOYCHUS )KYPHAJIOB, & TAK)KE YCTAHOBIICHHS OTPAHUYECHUI HA CPOK UX XPAHEHUS;

— OIEpPaTHBHOTO OIOBEIIECHUS aJMHHUCTpaTopa O€30MacHOCTH HWHGPOPMALUU O
HapyIIEHUSIX.

IIpu peructpamuu coOBITHII 0€30HAaCHOCTH B JKypHale JOJDKHA (PUKCHPOBATHCS
cienyrouias nHpopMmarnus:

— JaTa ¥ BpeMsi COOBITHS;

— UACHTUDUKATOP CyOBEKTA, OCYLIECTBISAIOLIET0 PETUCTPUPYEMOE e CTBUE;

— JeicTBUE (TUI AOCTYIIA).

6.13. KouTpoJb 3¢ (peKTHBHOCTH CHCTEMBI 3aIUTHI

Kontpons 3¢ ¢dexTuBHOCTH 3amMThl  WHPOPMALMU  OCYIIECTBISCTCS C  IEJBI0
CBOEBPEMEHHOI'O0  BBIABJICHHUS U  MNPEJOTBpALleHUs yTeUykd HHPOpPMALUMU 32  CYET
HECAaHKIIMOHMPOBAHHOTO JOCTYIa, a TaKkKe MPEIYNPEeKACHUS BO3MOXKHBIX CIEIHATbHBIX
BO3JCUCTBUI, HANpaBICHHbIX Ha YHUYTOXKEHHE UHPOpMALMM, pa3pylleHHe CpeiCTB
uHpopmaruzanui. KOHTpOIbE MOXET NPOBOJUTHCA TPHUBICKAEMBIMH JJIi  OTOH  IENN
OpraHu3aLUsIMH, UMEIOIUMHU JIUIEH3UIO Ha 3TOT BUJ JESTEIbHOCTH.

Onenka 3(1)(l)eKTI/IBHOCTI/[ MeEP 3alUThI I/IH(l)OpMaIII/II/I IMPOBOAUTCHA C UCITOJTB30BAHUEM
TEXHUYCCKHUX MW IIPOrpaMMHBIX CPEACTB KOHTPOJA HaAa MpeaMeT COOTBETCTBUA
YCTAaHOBJCHHBIM Tpeﬁona}mﬂM.



